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OpenText Cybersecurity

Comprehensive, High-Efficacy portfolio from a single vendor

SOLUTION BRIEF

In an era of rapid digital transformation and the proliferation of ever-increasing amounts of data,
organizations need to implement cyber resiliency that embeds security measures and best
practices across the business ecosystem.

OpenText Cybersecurity provides comprehensive security solutions that empower organizations
to thrive and be resilient to cyber threats. Through our development innovations and strategic

acquisitions, OpenText has a long legacy of helping companies of all sizes enhance security and
trust within their environments.

Our market leading OpenText Cybersecurity solutions help customers effectively reduce risk,
preserve trust and minimize disruption. From prevention, detection and response to recovery,
investigation and compliance, our unified platform helps organizations build cyber resilience via a

holistic security portfolio.
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Information
Security DNA

We're experts in digital
information and have a
deep understanding of how
the data and application
connect to each other and
where that information
flows. When it comes to
protecting that information
and data, we know where it
resides, the dependencies
and the key touch points for
accessing and protecting it.

The OpenText Difference
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Real-time Threat
Intelligence

Unmatched in the market,
our multi-sourced threat
intelligence is aggregated
from across threat vectors.
This intelligence powers
our OpenText Secure Cloud
Platform and delivers
meaningful insights that
help organizations connect
the dots between threats
and become smarter about
their environment and
how to protect it.
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High Efficacy End-
to-End Portfolio

Our solutions deliver high
efficacy results with low
false positives, making it
faster and more efficient
for IT and security teams
to investigate and respond
to threats, as they occur.

Through our broad portfolio,

OpenText Cybersecurity
equips organizations
with end-to-end
protection—from the
devices and users to the
applications and data.
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Simple &
Seamless Platform

We're hyper focused on
ease of use and delivering
frictionless experiences
for our customers. As
we continue to innovate
with the changing cyber
market, we're committed
to delivering products
integrated into our unified
platform that are simple
to administer and
provide a market
leading user experience.



Delivering holistic security

OpenText Cybersecurity
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OpenText Cybersecurity helps organizations build a cyber resilient
foundation with industry leading security across the core pillars:

a Prevent and protect

Prevent known and unknown threats from coming into their environment

e Detect and respond

Detect and Respond to internal and external threats quickly if threats do come into the environment
and stop lateral movement

Restore and recover
Remediate threats and restore systems quickly

Investigate and discover
Investigate and analyze threats to understand scope, impact and improve their security gaps

Adapt and comply

Comply with information security, regulatory and industry standards and maintain security governance



Across the five pillars, we have a strong the depth and breadth to our
portfolio to help customers with their security journey
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Prevent and Protect

» Under prevention pillar, our Webroot portfolio of endpoint, DNS and security awareness training helps our
customers protect their attack surfaces

» Our portfolio is augmented with industry leading email encryption, threat protection and email security
capabilities through Zix — helping our customers address the key priorities they have in today’s environment

» MicroFocus NetlQ extends the prevention portfolio with modularized platform providing an identity-centric
approach for authentication, access, privilege and governance

» Additional capabilities of application security through Fortify — enabling Automated analysis of code to detect and
highlight true vulnerabilities from the noise and enable Insights providing a holistic view of application risks

» Help customer with discovery and classification of sensitive data across multi-cloud and on-premise applications
and systems

Detect and Respond

« We extend that protection through offerings like network detection and response (NDR) and managed detection
and response (MDR) capabilities delivered as a service

» With the ArcSight addition to our portfolio, we automate incident detection elevating our customers to focus on
higher value security needs

Recover and Restore

» QOur recovery portfolio allows us to deliver our customers a robust solution to backup their data on endpoints,
severs and business applications. Our cloud-to-cloud backup solution enables customers secure their data
across multiple Saa$S applications: Microsoft 365, Google Workspace, Salesforce, Box and Dropbox with flexible
recovery options

o We offer recovery and availability solutions that enable our customers recovery times in minutes and recovery
point objectives in seconds — which allow them to effectively deal with threats like ransomware and keep their
business running

Investigate and Discover

» Our products under investigate portfolio empowers security analysts to quickly triage and respond to incidents
and discreetly collect and analyze endpoint evidence from computers, the cloud and mobile devices to eliminate
productivity disruption

Adapt and Comply

» Augmented by our compliance solutions that offer archiving for files other than email (SMS, Teams, social media,
etc.) and protects against compliance violations and unplanned litigations with context-aware insights and
analytics from Voltage to address complex data privacy regulations

Foundational Elements

 This broad portfolio is based on the foundation of our real-time contextual threat intelligence, our Secure Cloud
platform and strong engagement with Microsoft to make security not a burden for productivity



OpenText Cybersecurity addresses breadth and depth
of use cases across customer segments
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Driving Positive Business Outcomes

With focus on simplicity and high efficacy, OpenText Cybersecurity enables end-to-end security protection for our
customers — from users, to devices to applications to data.

Reduce risk Preserve trust Minimize disruption
Provides holistic security coverage Delivers the security vigilance by detecting Empowers organizations to minimize
through multi-layered protection and remediating threats to preserve brand cyber risk with advanced capabilities
across an organization’s extended trust and reputation with their stakeholders, that remediate threats and restores
attack surface. Empowering customers internal and external stakeholders. data quickly to reduce disruption
to reduce risk and effectively OpenText Cybersecurity solutions are built to business operations and
safeguard against known and unknown on decades of security leadership and strengthen resiliency.
threats originating from internal and innovation and are used
external sources. by corporations and government

agencies worldwide.

OpenText Cybersecurity
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Simple Scalable Future-ready Seamless Trusted

We focus on ease of We create high We empower We deliver Our commitment to
use with our market- efficacy products customers to thrive in frictionless and quality empowers
leading delivery and solution an ever-changing threat compliant user organizations to
and administration capabilities. landscape with our experiences. minimize risk and
platform. unmatched, real-time uncertainty.
threat intelligence.

opentext" Cybersecurity

OpenText Cybersecurity provides comprehensive security solutions for companies and partners of all sizes. From prevention, detection and response to recovery, investigation and compliance,
our unified end-to-end platform helps customers build cyber resilience via a holistic security portfolio. Powered by actionable insights from our real-time and contextual threat intelligence,
OpenText Cybersecurity customers benefit from high efficacy products, a compliant experience and simplified security to help manage business risk. SB_033123

Copyright © 2023 Open Text Corporation. All rights reserved.



